A platform to teach teams
how to securely develop
and operate products
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AppSec Mentor — secure code training

platform for product teams
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Step zero: Identify your security champions

AppSec Mentor

Java

O

@)

try { Class.forName(JDBC_DRIVER); connection =
DriverManager.getConnection(DB_URL, USER, PASS); st
connection.createStatement(); String baseSQL = "SEL
ID="; String reqStr = getUserInput(); String escSQL
escapeString(reqStr, true) + ";"; ResultSet result<
statement.executeQuery(escSQL); while (resultSet.ne
(statement !'= null) { statement.close(); } if (conr
connection.close(); } }

Numerical values should be reduced to a nuw
should be placed in quotation marks and es:

To protect the data transfer between the u

LN ]

AppSec Mentor

Congratulations!
You have solved all
“Security Champion”
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Step 1. Assemble your project team and

establish a knowledge baseline
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Warehouse management system

Questionnaire 68 requirements

Name

Kevin Pen

Juliet Starling

John Stevenson

Oliver Queen

Peter Hart

Steven Lang

Patricia Meldorn

Training

Role

Analyst

Developer

AppSec manager

Developer

Developer

Developer

Tester

Level

Novice

Middle
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Novice

Movice

Novice

Novice
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Step 2. Define application features
and contexts

00
admin
N
Projects e :
Information processing system
Systems
Questionnaire Requirements preview  Training preview
Knowledge
Settings : :
Disconnected -
Logout =

Training plan

git -

Code generation
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[J No

Third-party modules usag

Composer NPM -



Step 3. Result: project architecture

[ X X J
d —_ . .
acmit pEl] [ B Delete j [ # Edit I
Warehouse management system
Systems
Questionnaire 68 requirements  Training
Knowledge
Settings Project architecture
Logout =
NPM Repo GitHub Client Email Delivery Service
GitHub - https https AP
GIT . NPM
REST API 0 Files
IDE Composer
NoSQL DB
TCP )
Redis
Developers Build
SSH
App Backend saL DB

Jira CI/CD Pipeline Warehouse management



Step 4. Training modules are automatically
selected for each context

[ X X ]
dmi =
acmin st [ @ Delete l l 2 Edit l
Warehouse management system
Systems
Questionnaire 68 requirements  Training
Knowledge
Settings Team Competency Map
L t e e -
SR E Visitors 20% External dependencies 100% Databases 40%
Cross-site forgery protection (V] Securing code dependencies (V] SQL injection (V]
XML parsers protection 40% Working with files and directories noSQL injection (V)
Cookies and HTTP headers 40% SSRF, remote file inclusion Graphql: injection/bypass/dos (V]
Handling visitor requests 0% File functions and streams DB clustering 37/50 0%
LDAP injection Serialization/deserialization 0%

XXE, xpath injection 0%

CRLF injection

SMTP injection

(<< T < T < T < T < T <)

Default sharing permissions



Step 5. Result: clear training plan within
the context of the project and the product

teams
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Demo project

2,124

6, 301
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< Knowledge [ Protection against cross-site request forgerye PointSifor r&: 100

Congratulations!s .

Quiz:4/5 % o Knowledge
Practice: 4/5 | | o

Totm Scorp. 75/1 00 poinm Competency map Participant ratings

Your results are impressive, ke p it up!

@] I - Q_  champions first
w
®
¥
Name Project Role Score Level
Kevin Pen Antiphish, LMS Hub, Start AppSec manager 456 === Champion
Juliet Starling Antiphish, LMS Hub, Start Developer 450 === Champion
John Stevenson Antiphish, LMS Hub, Start Developer 420 === Champion
\ Peter Jeferson Antiphish, LMS Hub, Start Tester 584 == Middle
L ]

Paul Shn r Antiphish Developer 125 - Middle




Personal competency map

©Q 250
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John Stevenson
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the browser
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DOM XSS +100 )
—_— CSRF, data validation +100 ) CSRF, data validation +100
Completed 0/10 Completed 2/10 CSRF dat Iidati 100 0
, data validation ¥ : . R Sy
Arbitrary file write, delimiter injection  +50 CSRF, data validation +100
Show more v XSS +50 = .
Race condition, mutual locks +50 Predictable resource location +50
CSRF, data validation 45 & : . - .
Directory traversal +50 Directory indexing +50
CSREF, data validation 45 V] . T—— ; :
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XXE +50 Binary vulnerabilities: buffer overflow, +50
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arbitrary file read, directory listing Insecure design +50
Visitors 0% Users
STMP-header injection, SMTP- +50
CSRF, data validation +100Q Cookie injection cammandin cotion
LDAP injection +50

Incariire decarializatinn +100 % Session fixation. cre



Theory and code samples

Employees gain access to hands-on training modules

CSRF defense enhancement techniques

In this section, we collected additional measures to improve your anti-CSRF prc e ® @

Configuring the SameSite attribute Protection against attacks on XML parsers
The SameSite attribute of the Set-Cookie HTTP header prevents the browser frc (p roteC'“ on ag a | n St XX E)

with cross-site requests. The main purpose of the parameter is to reduce the ri:

In this section, we will examine the methods to protect against cross-site request forgery:

The following code snippet will output:
9 PP P Protection based on a secret token

WITHOUT CODE PYTHON JAVASCRIPT ASP.NET ‘le : ¥
S m > Built-in framework protection features

italz + Self-protection: for stateful and stateless applications; using the Encryption Based Token pattern; using the
0)); HMAC Based Token pattern

Java Python JavaScript PHP ASP.NET

O Random number



Quiz based on real cases

Quiz

!

Cofigratulat®ns! You answered 4 o

out of 5 questions and earned 4,
points.

You have mas.ered the thec.y and are now ready to practice.

Practice

Question

The following code snippet will output: ReailiE




Code review practice

Project

app.py

app.py

Option 1

from flask import Flas K

render_template, request, url_for
from flask_login import

LoginManager, UserMixin, current_user, login_required,

login_user, logout_user
from flask_wtf.csrf import CSRFProtect

app = Flask(__name__)
app.config.update(
DEBUG=True,
SECRET_KEY="secret_antiCSRF",

login_manager = LoginManager()
login_manager.init_app(app)

csrf = CSRFProtect()
csrf.init_app(app)

# database
users = [
{
"id": 1,

“"username”: "test"”,

.

app.py

Option 3

B L L LT B Lrene e re R PP

render_template, request, url_for
from flask_login import

LoginManager, UserMixin, current_user, login_required,

login_user, logout_user
from flask_wtf.csrf import CSRFProtect

app = Flask(__name__)
app.config.update(
DEBUG=True,
SECRET_KEY="secret_antiCSRF"

login_manager = LoginManager()
login_manager.init_app(app)

csrf = CSRFProtect()
csrf.init_app(app)

# database
users = |
{
"id": 1,
"username”: "test”,

.

v Approve

X Deny



Course Creator, Theory

Encoding and escaping in browsers (XSS)

v Theory Quiz Practice ;
V' Settings (2 Bl D P Tt 5 Result & Todraft & Publish

~ Titles (X X )
Unittitia Title 1 13 points Encoding and escaping in browsers (XSS)
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Enter the unit title
System
Image
0 Title 3 3 points Unitr
Encoding and escaping in browsers (XSS)
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\ CI\CD Privacy > D
Title 4
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Title 5 Frontend Backend X%\
! ~ Tools
Text

Siihtitle 1



Course Creator, Quiz

Encoding and escaping in browsers (XSS)
v setngs — @ I — 3 SuE, — 4 J s e SRR

Question 1 Questions i1 15 points

o JAVA + add alan

Description

Question 2

Without code Question 3

Header CEVERENH + Question 4
Ct++

ot Question 5

General

+ add blocl

Completion time and points

Answers for C++ Header Results

O Multi ® Single PRIRERTET

List
#1 [J Correct answer D
Code

tion 1



Course Creator, Practice

Encoding and escaping in browsers (XSS)

e Theory 5 Quiz 4 Practice

delete delete delete

' Settings

Question 1

D -

+ add a language

@® Answerasacode (O Answer as a text

Question header
Description

1. Section

+ add block

5 Result

& To draft & Publish

(XX J

P Reset all changes
Project TestGraph.cpp
v cutils

> Header Files
v Source Files
Graph.cpp
Mathimpl.cpp
TestGraph.cpp
v External Files
build.gradle
LS

def homepage():
if request.method == "POST":
username =
request.form.get("username"”)
password =
request.form.get("password”)

for user in users:
if user["username"”] ==
username and user[“password”] =
password:

user_model = User()
user_model.id =
user["id"]
login_user(user_model)
return
redirect(url_for("accounts”))
return abort(401)

1€ Arnirrent licar ie anthenticated:

[

-

Upload project

TestGraph.cpp

Option 1 Option 2 Option 3 + [J Correct
def homepage():
if request.method == "POST"[}

username = Undo
request.form.get("username")

password = Redo
request.form.get("“password") Cut

for user in users: Copy

if user["username Paste

username and user["password”]

password: Delete
user_model = U:
user_model.id

Select all

user["id"]
login_user (user_model)
return

81 redirect(url_for("accounts"))

return abort(481)

A 4 Ff Auirrent licar e anthenticatead:*



Cael Discard all changes

Project app.py D R d
> .git 68 I if user["username"] == username and user["p rdl] ==:p ’ un Co e

> templates 69 user_model = User()
app.py @I 70 user_model.id = user["id"]
Dockerfile 71 login_user(user_model)
72 return redirect(url_for("accounts"))
return abort(401)

requirements.txt 73

74

75 if current_user.is_authenticated:

76 return redirect(url_for("accounts"))
77

return render_template("index.html")

@app.route("/accounts”, methods=["GET", "POST"])
@login_required
def accounts():

user = get_user(current_user.id)

data = {**request.args, **request.form}

if data:
amount = int(data['amount'])
account = int(data['account'])
transfer_to = get_user(account)

if amount &lt;= user["balance"] and transfer_to:
user["balance"] -= amount
transfer_to["balance"”] += amount




Coming Soon — Training tasks delivered
to a single task management environment

Projects /| Green Bank |/ GB board

GB Sprint 24 £ Yr (O 0daysremaining Complete sprint c<:

Search this board Q @@8 Quick filters v 22 Insights

TODO IN PROGRESS CODE REVIEW TESTING APPROVAL DELIVER

GB-71 TODO 3 sub-tasks General AppSec Mentor course

AppSec Course: AppSec Practice: AppSec Course:
Exam SQL-injection, XSS Basics

G| G} (G}
Qocser Qs Q se-s6




Protection against cross-site
request forgery (CSRF)

Protection against attacks on
XML parsers (protection against
XXE)

Encoding and escaping when
working with browsers (XSS)

Path Manipulation

Secure work with dependencies
in the code

Working with SQL

Insecure Direct Object
Reference

Everything your developers need to know to write
secure code

Secure Kubernetes Setup

Working with Cookies and HTTP
headers

Processing of input data

Working with secrets
(passwords, keys, tokens)



Convenient practical training in different
programming languages

Programming languages Average completion time
Java Python PHP SQL C# Theory Quiz Practice
Go HTML Javascript 30-60 minutes  10-15 minutes  15-25 minutes

5-8 questions



How does AppSec Mentor differ from traditional courses

Automatic training
customization

Testing developer skills, automatic
training modules selections for the
specific project and level of developer
experience (within the context

of information security).

Training recommendations
according to the project
map

Create a project map based on project
parameters (contexts-situations), with

linked vulnerability categories and
recommended training modules.

Employee competency
map

Build a competency map for each
employee
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